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[Call-outs:] 
“McAfee support is 
far superior to our 
existing vendor, and 
the costs are about 
US $10-15k less.” 
 
- Jens Roesen, 
Systems Engineer, 
Deutsche Telekom 
 
 
“With our 
accelerated 
platform, customers 
now really have the 
option to implement 
web security 
functionality and 
have it meet their 
performance 
requirements.” 
 
- Alan Deane, 
McAfee General 
Manager, SCM 
Product Line 
 
 
 
 
 
 
 
 

----------------- 
 
Cooks who know trust McAfee: 
New appliances make network security as simple as boiling water. 
 
These days, computers have entered in the kitchen in a big way. You don’t have to 
be a hardcore foodie to spend time Google-ing for recipes, or to manage your 
family’s meal plans via computer. So it seems appropriate that appliances as 
uncomplicated as the refrigerator are now simplifying the business and technology 
sphere—turning up as the latest weapon in the arms race against spyware, spam, 
viruses and other network attacks.  
 
McAfee’s Secure Content Management (SCM) appliances are a case in point, offering 
protection against spyware, inappropriate web content, phishing, spam, viruses, 
worms and Trojans. The platforms consolidate multiple point products, and are 
virtually maintenance free. The Secure Internet Gateway (SIG), for small and 
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medium-size businesses, provides web and e-mail security in a single appliance. Its 
siblings, the Secure Web Gateway (SWG) and the Secure Messaging Gateway (SMG), 
offer dedicated web and e-mail security solutions for large enterprises. 
 
Simplicity, Price and Performance 
The simplicity of the SIG appliance as well as its price point is key for small and 
medium-sized businesses. Deutsche Telekom’s CSC Wuerzburg division provides 
security services for medium to large enterprise customers. They had been having 
what Systems Engineer Jens Roesen describes as “massive” trouble with their web 
security product. So they jumped at the chance to test McAfee’s SIG while it was in 
beta.  
 
After evaluating the product initially, Deutsche Telekom rolled it out to a 750-seat 
client, and the results were resoundingly positive. “McAfee support is far superior to 
our existing vendor, and the costs are about US $10-15k less,” says Roesen. But the 
best part was the extraordinary simplicity: “It’s so simple, our customers are up and 
running in no time.” 
 
Read the whole story: www.softwarespectrum.com/spectrum/mcafee 
 
-------------- End of print piece – Online continuation follows ------------------- 
 
But there’s more on McAfee’s security menu than simplicity and ease of 
maintenance. According to Alan Deane, general manager for the SCM product line, 
another big advantage of using a McAfee SCM appliance can be summed up in a 
word: Performance. “We’ve incorporated performance-accelerating ASIC technology 
with our high-end SWG platform. If you put the same software on a normal server, 
there’s no way you can get the performance gains of our SWG 3400 platform. That’s 
caused a lot of our competitors who offer software-only solutions to be at a 
competitive disadvantage.”  
 
Performance matters, especially for web security, because users surfing the Internet 
don’t want to wait an extra second or two while information makes its way through 
the security filter. Delays or bottlenecks are instantly noticeable. Deane says that’s 
the reason many companies have been slow to employ web security products. “With 
our accelerated platform, customers now really have the option to implement web 
security functionality and have it meet their performance requirements.” 
 
Focusing on Partnerships 
McAfee’s SCM appliances arrive after a year of tightened focus for the McAfee 
organization. In 2004, the company divested non-core assets such as Sniffer, a 
network tool, and Magic, a help desk ticketing system. At the same time, they 
elevated the McAfee name, dropping the Network Associates moniker completely. 
The changes are having the desired effect. In October, the company reported third-
quarter revenue growth of 20% year over year.  
 
McAfee has also made a strategic decision to enlist the help of original equipment 
manufacturers (OEMs). This is manifested for the first time in the SCM product line, 
which features Secure Computing’s SmartFilter® technology for web filtering, and 
Postini’s e-mail threat prevention and policy management solution. “Our approach is 
to focus on our core strengths, developing that technology in-house,” says Deane. 
“But if there are opportunities in new and emerging markets where there are 
established leaders, we’re going to look at creative OEM relationships.” McAfee is no 
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newcomer to the OEM process, but according to Deane, “This is the first time we’re 
actually embedding partner technology into our products—usually it’s the other way 
around.”  
 
The company spent a lot of time in the past year enhancing its support and 
distribution network as well, garnering awards with TechData and Ingram. “We spent 
a tremendous amount of time developing our partner base and expanding and 
enhancing our channel,” says Deane. That translates into better service quality 
delivery and implementation because McAfee partners with local providers to provide 
implementation and consulting services that complement the technology, particularly 
when it comes to the SCM appliances. Product support can often be handled by those 
partners as well.  
 
Does all this emphasis on partnerships mean McAfee may be looking at future 
acquisitions? Absolutely, says Deane, as long as they are “fiscally prudent, and allow 
us to be competitive in the marketplace.” And, of course, as long as they allow the 
company to keep its current focus on security. 
 
Outperforming the Competition 
It’s a direction that may make rivals a bit nervous. McAfee has considerable 
economies of scale when it comes to product development, and has the ability to 
introduce new products aggressively. The new OEM strategy has helped place 
McAfee’s SCM appliances on the leading edge of network protection, garnering 
awards as soon as they exited the gate.  
 
In September, the SWG outperformed 16 other products in a Network World test of 
anti-spyware technology. Network World claimed the SWG “thwarted 90% of the 
spyware in our tests, has an intuitive interface and was child’s play to install.” 
Network World reviewer Barry Nance determined that stopping spyware at the 
Internet connection gateway is “clearly superior” to other approaches. “A gateway is 
easier to administer, users can’t fool with it and desktop machines and servers don’t 
have to shoulder the extra burden of detecting and removing spyware.” One other 
gateway was included in the test: Blue Coat’s Spyware Intercepter, which thwarted 
only 82% of incoming spyware. 
 
Not to be outdone, McAfee’s Secure Internet Gateway was awarded Network Testing 
Lab’s top rating for overall gateway protection in October. In that test, the SIG 
stopped 90% of spyware, 95% of spam, and 100% of viruses attempting to 
penetrate the network through web and e-mail.   
 
In November, the Secure Messaging Gateway, McAfee’s e-mail security appliance, 
was tested by West Coast Labs against CipherTrust IronMail and garnered the top 
rating. The SMG appliance detected and blocked 95.1% of spam, compared to 
IronMail’s 93.7%. 
 
Recipe for Continued Protection 
It may be tempting to look at the SCM appliances as the be-all, end-all solution for 
everything bad that can come through the network, but McAfee doesn’t go that far. 
Even though the SCM appliances consolidate a number of network protection 
strategies into one box, McAfee still recommends a layered approach, including the 
desktop, when it comes to an organization’s overall security policy. Intrusion 
prevention appliances that look at a broad range of other protocols are also a good 
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idea, says Deane. “There’s just not one box that fits all, and we’re not claiming with 
our SCM platforms that it’s just plug and play and that’s all you need to do.” 
 
Going forward, Deane sees a continued emphasis on regulatory and internal policy 
compliance, which will continue to drive demand for SCM products. Increasingly 
smaller organizations concerned about spyware, phishing scams and other threats 
are looking to simplify network protection, since they don’t have the resources to 
manage complicated security strategies. Deane is certain that, for them as well as 
their larger counterparts, McAfee offers SCM appliances that are made to order.  
 
For more information about McAfee’s SCM appliances, go to 
www.softwarespectrum.com/mcafee.  


