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Instant Messaging: Benefits and
Threats for Business

This paper discusses the benefits IM brings to business today, in the form of improved
communication, collaboration, efficiency, and cost savings. It also outlines IM threats and
the security issues business leaders should be aware of so they can take the necessary
steps to protect their organizations.
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1 Executive Summary

Instant messaging (IM) is a fact of life in 75% of small to mezdium-sized businesses
today and is expected to be as common as email by 2009.

In some industries, IT departments and business leaders who recognize its value have
deployed IM deliberately. In others, employees have been the initiators—downloading
free IM software such as AOL Instant Messenger™ (AIM®) or MSN® Messenger onto
their desktops without the knowledge or consent of their employers. As a result, IM is
mismanaged in many organizations, with decision-makers unaware of the extent of its
use or the benefits and security issues it has already brought into the workplace.

This paper discusses the benefits IM brings to business today, in the form of improved
communication, collaboration, efficiency, and cost savings. It also outlines IM threats
and the security issues business leaders should be aware of so they can take the
necessary steps to protect their organizations.

2 Ready or Not—IM is Here

Over the past several years, instant messaging (IM) has become a force to be
reckoned with in the business community. Some organizations, such as those in the
financial and technology sectors, have embraced it proactively. Wall Street equity
traders, for example, have made IM an integral part of their business, using instant
messaging to make trades worth billions of dollars.

Geographically dispersed companies and those focused on technology have taken to
IM earlier than others, but a 2006 Osterman Research survey indicates that instant
messaging is already used in 93% of North American businesses. Thirty-four percent
of email users also use IM, and Osterman anticipates “almost complete penetration

into the email user base by 2009."3

In the small to medium-sized business market, Osterman reports that 75% of

employees now use IM.4 And the trend shows no sign of reversing. A 2005 study by
the Pew Internet & American Life Project found that, while almost nine in ten teens
now use the Internet, 75% of them use IM, compared to only 42% of online adults.

Despite the penetration of IM into the business market, it remains for many industries a
consumer technology that is still under the radar. Much like cell phones and PDAs, it
has most often been brought in by enterprising employees—not deployed by IT
departments. Some business decision-makers are still unaware of the extent to which
instant messaging is used within their organizations. They often misunderstand the
benefits of IM in the workplace, as well as the security issues it presents.

3 Business Benefits of IM

IM use now spans multiple industries and demographics, and is proving to be an
indispensable communication tool. Far from being the time-waster it was feared to be
in the early days of its use, instant messaging offers many positive benefits for
business. From improved efficiency and project collaboration to the ability to produce
archived IM conversations for legal purposes, instant messaging is becoming a
communication tool as valuable as email or the telephone.
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took employees to
complete two typical daily
tasks—both with and
without IM—and found
that companies could
save an average of 40
minutes a day per user
with IM. They estimated
that an organization with
5,000 people could see a
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3.1 Savings on telephone costs and travel time

Seasoned business leaders who have built careers on sensitive, timely phone
conversations and face-to-face meetings often don’t understand the value of IM. They
see it as yet another electronic form of communication that, like email, lacks the
immediacy and vocal modulation of a “real” conversation and can more easily result in
miscommunication and employee isolation.

While those concerns are valid, and the phone and personal meetings certainly remain
a core aspect of doing business, IM has proven return on investment (ROI) benefits in
certain situations, such as conferencing. Most IM clients make it easy for several
people to participate in the same discussion, at a much lower cost and with less hassle
than setting up a phone conference. Group members can be conferenced in to such a
conversation from around the world—saving on long distance charges and travel
expenses. IM meetings also tend to be more efficient and less prone to straying off
topic, because of the relative effort of typing versus talking.

A study by the Radicati Group looked at the time it took employees to complete two
typical daily tasks—both with and without IM—and found that companies could save
an average of 40 minutes a day per user with IM. They estimated that an organization

with 5,000 people could see a $37.5 million a year savings in productivity.5 While those
estimates didn’t factor in the additional costs of managing security and compliance
issues, Radicati is confident that organizations would nevertheless reap “significant
ROI improvements” from IM deployment.

3.2 Improved communication

IM is less intrusive than a phone call, but more immediate than email. And it has the
added advantage of being able to detect presence. Users can set status messages
telling others whether they are available or not, which adds to IM’s value as a skillful
means of communication. The employee who used to hover outside the boss’s door
waiting for the right moment to approach now has another informal method of getting
his attention. IM offers a way to quickly resolve questions and issues as they arise, and
managers open to using IM find it becomes an essential medium for receiving
feedback and information from their staff.

3.3 Enhanced collaboration and improved efficiency

IM has proven its overwhelming value when it comes to gathering input from many
different people in dispersed locations. These days, when your marketing staff in
Chicago needs to clarify technical information from the manufacturing group in
Cincinnati or Hong Kong, an IM meeting is probably the most efficient way to achieve
this objective. Processes that were once agonizingly slow and inclined toward
misunderstanding and errors can now be accomplished in record time.

When questions arise, the telephone is no longer an obstacle. In fact, many people
use IM and the phone simultaneously. Company employees can chat with each other
privately while on a group call with an external partner, for example. Instant messaging
is the multi-tasker’s tool of choice—most people chatting over IM do other things at the
same time.

3.4 Information archiving

Archiving IM meetings and conversations has become an essential business process
for most companies, since IM users don’t generally just chat—they also exchange
document fragments, URLs, product specifications and other information. After all, it's
a lot easier to share the dimensions of the new pacemaker you’ve designed over IM
than by phone. IM discussions can become part of a knowledge repository that
everyone can access.
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3.5 Employee satisfaction

Statistics show that instant messaging is already a well-established business tool, and
employers who insist on keeping it out of their workplace risk alienating a workforce
that already sees its value. As the younger generation enters the workforce they will
certainly demand access to IM. More employees now recognize the benefits of instant
messaging for helping them get work done more quickly, and for communicating more
casually with co-workers.

4 IM Threats and Security Issues

For organizations competing in today’s business climate, instant messaging has
become an important part of their communication strategy. The question is not whether
they will allow its use, but how they’ll manage the threats and security concerns IM
introduces. Unmonitored, uncontrolled public IM networks — such as Yahoo
Messenger, AOL AIM, and MSN Messenger — are essentially open channels between
corporate networks and the outside world—a state of affairs involving an amount of
risk that most business leaders are unwilling to accept.

A 2006 study by the American Management Association (AMA) and the ePolicy
Institute found that 50% of IM users in the workplace had downloaded free instant
messaging software from the Internet. Twenty-six percent of their employers were

unaware of what has amounted to a widening security gap in their networks.6 As IM
use grows, the number of related threats proliferates. IT departments will be forced to
pay attention—whether they have deployed the IM client in question, or not.

41 You’ve seen this before: Viruses, worms, Trojans and other malware

Just as IM is another electronic communication tool for productive employees, it is also
another medium for hackers, spammers, and malware-writers to exploit. And the
speed at which IM threats can propagate alarms industry analysts. IM’s real-time
capabilities could facilitate virus infection at a rate of 500,000 computers in less than

30 seconds, according to a simulation run by one security software vendor.

Many IM threats have their roots in email scams, so any lessons IT departments
learned as email use matured in the past decade should be applied in the same way to
instant messaging. But people are more trusting when chatting on IM because it is an
informal medium used primarily to communicate with friends and colleagues. Many IM
attacks compromise the IM “buddy list,” a list of trusted friends the user frequently
chats with. Users are used to responding to “buddies” with little or no suspicion, which
makes them particularly vulnerable when they receive a message from a scammer
“bot” that has co-opted the identity of a known correspondent.

As with email, IM malware usually arrives as executable file attachments or URLs that
lead to websites with malicious code ready for download by unsuspecting IM users. IM
communication is usually computer-to-computer so any attachments shared in this way
bypass the email gateway-based virus scanning most organizations have in place.
This makes IM an ideal tool for malware writers looking to distribute their malicious
content.

User education will be a critical element in addressing the IM malware threat. But
proper management is also important, since IM attacks are becoming particularly
devious and aggressive. Some malicious “bots” impersonating buddies actually
interact with suspicious users—responding positively when the user asks if a file is
safe to open, for example.
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4.2 SPIM—the new spam

Spam over IM, or SPIM, as it is known, targets IM users with everything from annoying
ad messages to phishing scams—messages designed to look like they come from a
trusted source, but that trick users into giving up private information. The Radicati
Group says users are interrupted by IM junk messages about five times a day—a rate
that amounted to about 1.2 billion SPIM messages in 2005. Radicati expects SPIM

messages to increase by as much as 27 times a day, per user, by 2008.

Phishing scams over IM are becoming a problem. According to Gartner research, 12%

of all Internet fraud was initiated via IM in 2006. Cybercrooks that started out using
email for their scams are now finding it easier to catch busy IM users off guard and lure
them to fraudulent websites designed to steal credit card numbers, login information,
social security numbers and other sensitive data.

4.3 ldentity theft and eavesdropping

Since IM traffic generally uses the public Internet, it's no great feat for someone to
steal the username and password for an IM account and begin sending messages as
though they were that person. We’ve already discussed the implications for “bots”
impersonating buddies to get users to download malware, but identity theft may also
happen on a smaller scale—among company employees, ex-employees, or
competitors, for example. Eavesdropping—using an IM user’s login information to
listen in on an IM conversation he or she may be having—is a related threat of equal
concern when it comes to securing company information.

4.4 Exposure of confidential data

One of the most serious threats to businesses that allow unmonitored IM use involves
the potential loss of confidential data—either proprietary business information or
sensitive customer or employee data.

Public IM clients don’t usually include an encryption option, so any information shared
in an IM conversation has the potential of being intercepted. Employees may be sitting
across the room from each other, but the IM messages that pass between them are
leaving and re-entering the network—passing through the corporate firewall, out into
the “cloud” that is the Internet, and back. People also frequently disclose information
when they are conducting several different IM conversations at once, and accidentally
send a message to the wrong person.

Sales forecasts, prospecting information, or proprietary product information can be
leaked in these ways fairly easily, with no malevolent intention on the part of
employees. This is of particular concern for the healthcare industry in the United
States, where data breaches in violation of the Health Insurance Portability and
Accountability Act (HIPAA) can result in serious consequences. But the leak of
valuable corporate data can be devastating for any business.

4.5 Denial of Service attacks and application vulnerabilities

Denial of service (DoS) attacks happen when resources such as your email or web
servers become overloaded and can no longer function. If you haven’t planned
correctly, network capacity can sometimes be exceeded simply as a result of IM use.
But, just as with email, attackers can cause the same thing to happen deliberately.
This type of attack can also hit a single IM user, causing the IM client or the computer
itself to crash.
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Instant messaging clients vary in their quality and vulnerability to outside threats. The
common user may not be aware of how IM client vulnerabilities can be exploited, or be
cognizant of patches and updates that become available. Organizations with a large
percentage of people using unmonitored public IM clients are particularly vulnerable to
these kinds of attacks.

4.6 Converging threats

Instant messaging is maturing in a very different world than the one we saw when
email was at a similar stage of its development. Up until the past couple of years, virus
writers have been mainly individuals or computer geeks motivated by little more than a
need to show off their programming skills or create general havoc.

The stakes have gone up considerably. Today, skilled programmers are hired by
organized crime rings to attempt worldwide sting operations or to make “serious

political statements.” The new targets for these attacks comprise millions of bank
accounts, as well as the financial and communication systems the world relies on.

As a result of this sophisticated and targeted approach on the part of attackers,
Internet threats are converging rapidly, affecting every area of the Internet, including
email, the web, and instant messaging. Malware such as the SoBig.F virus and the
Storm Worm work in conjunction with phishing scams and fraudulent websites to steal
money and information from their unsuspecting victims. Viruses like SoBig.F infect
PCs in ways that users can’t detect, with the goal of establishing networks of proxy
machines hackers can use to send out spam, host malicious websites, or launch DoS
attacks. These new threats have as a characteristic the ability to morph constantly, so
they can avoid detection and adapt to defensive behaviors. Instant messaging users
are targets for these multi-faceted attacks, as much as anyone using the Internet.

4.7 IM platform convergence

The various instant messaging networks such as AOL, MSN and Yahoo! were
developed as proprietary systems with their own communication protocols. Unlike
email or the web, which work on the universal protocols of SMTP and HTML, IM clients
all use different protocols, or languages, to transmit information. This has made it more
complicated for people on different platforms to communicate with each other, but it's
also made it harder for malicious virus writers to attack different systems at the same
time. In order to do that, they have had to, in a sense, learn several different
languages.

Universal IM platforms such as Click4Me.Net, Gaim, and Adium can connect to
multiple IM platforms at once—offering users a way to simplify and consolidate their IM
communication. But as they gain broader acceptance, these converged platforms
present a tantalizing target for scammers looking to hit a broad spectrum of IM users.

5 Enterprise Instant Messaging: IM As a Legitimate Business Application

While public IM networks are responsible for the huge growth of instant messaging
technology in the workplace, most companies now recognize the advantages of
investing in IM as a legitimate business application. Enterprise instant messaging
(EIM) systems—secure, private IM networks installed behind the corporate firewall—
give employees the ability to collaborate and communicate safely and effectively. They
offer a buffer between the corporate network and the Internet cloud.

In a 2006 survey of small and medium-sized businesses, Osterman Research found

that 23% plan to install an EIM product in the near future, and 23% use one already.
Security issues are a big motivator—business leaders who realize that IM is here to
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stay would much rather install a clean, on-premise solution behind their firewall than to
continue allowing employees to access unsecured public networks directly.

5.1 Improved efficiencies, peace of mind

EIM products such as MessagelLabs® Enterprise Instant Messenger Service offer
organizations significant advantages over consumer networks. While you can still offer
users the ability to communicate over public networks, the EIM encrypts this
communication and creates a solid line of defense against any threat that might
present itself. Only authorized users can access the network, which eliminates the risk
of ex-employees or unknown users creating problems.

Over an EIM network, users can converse and exchange files with complete security
and privacy. All file attachments are automatically scanned for threats, and are fully
encrypted so they can’t be intercepted or tampered with. EIMs also have storage and
logging capabilities, helping to ensure regulatory compliance and giving organizations
a way to monitor and manage IM conversations.

EIM systems can also be integrated with other applications and systems, such as
WebEx and SalesForce.com—and this may be where the value of instant messaging
truly begins to reveal itself. The ad-hoc use of IM in the workplace has already begun
to make business processes more efficient. But when organizations integrate IM with
their processes and applications in more deliberate ways, they begin to see the true
value it brings to the table.

6 EIM: A clear choice for business

As business leaders begin to understand more plainly the advantages instant
messaging brings their organizations, they are looking for the best way to manage this
new communication tool and protect themselves from the threats it presents. EIM
systems, such as the Messagelabs Enterprise IM Service, address these concerns,
and place instant messaging in its rightful place in the business application
environment—offering organizations a manageable tool with a recognizable return on
its investment.
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